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Abstract 

Artificial Intelligence (AI) has advanced significantly since its inception, revolutionizing industries through machine learning, 

automation, and data analytics. In criminal justice, AI enhances crime prevention and investigation by leveraging predictive 

analytics, biometrics, and digital forensics. In the Philippines, AI-driven surveillance and forensic tools offer solutions for 

tackling cybercrime, organized crimes, and terrorism, aiding law enforcement in identifying crime patterns and improving 

response times. However, challenges such as data privacy, algorithmic bias, and ethical concerns must be addressed to ensure 

fairness and accountability. This study explores AI’s feasibility in Philippine law enforcement, assessing its benefits, limitations, 

and societal impact to promote responsible implementation for a more efficient and secure justice system. Through a Google 

Form’s Survey, it was found by the researchers that people do not trust the abilities of AI to do its job and be able to do it 

effectively and accurately. Specifically, it is believed that human intervention is needed when it comes to law enforcement. 

However, AI is a great helper in managing minor tasks more time-efficient. If it would be used, it is recommended by the 

researchers to have the people that will use this technology to learn how to manage this technology wisely and very carefully, 

applying one’s own skills and knowledge to do work with it instead of purely relying on the AI to do all the tasks. 
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1. Introduction 

1.1. Artificial Intelligence 

Artificial Intelligence is the technology where machines try 

to simulate human learning, comprehension, problem solving, 

decision making, creativity, and autonomy. Artificial Intelli-

gence first emerged from 1950, making AI at least 70 years 

old. With new innovations regarding AI, there are a lot of in-

stances where it evolved. The ability of AI to learn from his-

torical data is called Machine Learning. This was first intro-

duced in the 1980’s and branched out to different types such 

as linear regression, logistic regression, decision trees, random 

forest, and such [1]. One of the most popular machine learning 

algorithm is Linear Regression, as it is simpler to understand 
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interpret compared to other algorithms. 

Artificial Intelligence offers a lot of benefits not only for 

daily life, but also for industries and companies. Some of the 

benefits include automation of repetitive tasks, more and faster 

insight on information, enhanced decision making, fewer hu-

man errors, accessible at any time, and reduced physical risks. 

While there are benefits, there are also disadvantages in using 

Artificial Intelligence [2]. AI lacks the ability to be creative as 

humans do due to it referring to old and historical data and 

being a machine. Another limitation AI has is the lack of emo-

tional intelligence that it has compared to a human that takes 

the emotional aspect into consideration when doing decision 

making. 

Machine Learning is a subcategory of Artificial Intelligence 

that uses algorithms in order to learn insights and recognize 

patterns from data [3]. This is one of the reasons that make 

Artificial Intelligence a powerful tool. Make no mistake, these 

two are different from each other. Machine Learning is a sub-

part of Artificial Intelligence. 

Artificial Intelligence also has ethical implications when it 

comes to using AI in businesses, industries, and academics. 

Artificial Intelligence is usually looked down upon in genera-

tive AI art and in academics. Being said that AI does the work 

and not the student or artist themselves. Big companies are 

opting to use generative AI art instead of the human-made art 

and leaving them with no jobs. Some other ethical implica-

tions are privacy, transparency, and governance [4-6]. Artifi-

cial Intelligence could still be manipulated and be misused by 

bad actors within the scene. 

1.2. AI in Crime Prevention and Investigation in 

the Philippines 

Rising as a transforming tool in criminal justice, artificial 

intelligence (AI) provides creative ideas to improve crime pre-

diction, surveillance, and forensic investigations. This paper 

investigates how artificial intelligence technologies—includ-

ing machine learning, predictive analytics, and biometrics—

detect, stop, and battle transnational crimes such as cyber-

crime, human trafficking, and terrorism, thus supporting law 

enforcement [8]. AI-driven solutions intend to increase public 

safety and simplify investigative procedures in the Philippines, 

where law enforcement and crime prevention confront many 

difficulties. 

Examining 120 research articles from 2008 to 2021 on AI-

driven crime prediction found 34 crime categories, 23 crime 

analysis approaches, and 64 machine learning (ML) strategies 

[7]. Their research turned up supervised learning as the most 

often employed method. Utilizing sophisticated data ana-

lytics, machine learning algorithms, and predictive modeling, 

artificial intelligence (AI) can help law enforcement authori-

ties forecast criminal activity, allocate resources effectively, 

and apply proactive crime prevention initiatives. Authorities 

may find criminal hotspots, examine behavioral patterns, and 

create more successful law enforcement interventions by us-

ing AI's ability to process enormous volumes of data in real-

time. 

Surveillance systems including artificial intelligence have 

transformed monitoring and criminal identification. Public 

space security measures are improved by technologies includ-

ing facial recognition, object detection, and behavior analysis, 

thereby lowering human limits in monitoring vast regions. In 

the Philippine setting, where organized crime and urban crime 

still abound, AI-driven monitoring might help law enforce-

ment spot possible hazards, enhance response times, and give 

real-time alarms. The National Crime Records Bureau 

(NCRB) reports that under violent crimes in 2022 there were 

28,522 murder cases overall as well as 107,588 cases of kid-

napping and abduction registered. Furthermore, the crime rate 

per 100,000 women and children was 66.4 and 36.6 re-

spectively [9]. Furthermore, AI-powered digital forensics can 

speed up evidence analysis so that forensic investigators may 

more quickly solve crimes. Using artificial intelligence in fo-

rensic investigations improves accuracy in voice analysis, 

fingerprint recognition, and cybercrime detection, therefore 

strengthening case resolutions. 

Including artificial intelligence in the Philippine criminal 

justice system offers a hopeful change toward a more open, 

data-driven, efficient method of crime prevention and investi-

gation. Although artificial intelligence has major benefits, eth-

ical issues including data privacy, algorithmic prejudice, and 

the need for human supervision have to be properly resolved. 

Implementing responsible artificial intelligence calls for care-

fully defined laws, rules, and cooperation among government 

agencies and technological professionals. As artificial intelli-

gence develops, its acceptance in criminal justice can help to 

create a society more safe and secure, therefore supporting the 

rule of law in the Philippines. 

1.3. Objectives and Scope of the Study 

Using Artificial Intelligence to help in investigations and 

solve crimes has been prevalent in recent years throughout dif-

ferent countries. The Philippines, on the other hand, has been 

preparing to utilize it in its systems. It has been used for other 

fields like the Education department; as it is present when cre-

ating illustrations or utilized when creating scripts for a speech. 

However, there exists a literature gap in the number of studies 

detailing the possible implications, challenges, and opportuni-

ties of AI when it comes to using it for law enforcement. As 

such, the study aims to fill this void in knowledge by discuss-

ing the feasibility of using AI in the Philippines’ justice sys-

tem. 

The researchers would examine the effectiveness of AI in 

preventing crime from happening through surveillance and 

data analysis to lessen the number of unfortunate occurrences. 

An AI having accurate crime prediction abilities could en-

hance investigators when handling potential suspects, there-

fore reducing the number of future victims. It could also help 
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ensure fairness when implementing regulations because of its 

objectivity; therefore preventing corruption or extortion 

through moral manipulation. The effectiveness of a digital ro-

bot’s help in analyzing pieces of evidence and crimes accu-

rately would also be assessed to determine if AI is reliable and 

valid, therefore measuring its accountability for the infor-

mation it gives. In addition, challenges such as AI hallucina-

tions and ethical implications would also be identified by the 

researchers as a way to procure solutions and make adjust-

ments based on these limitations. This would be done through 

a survey that determines the perception of people in the Phil-

ippines on the use of AI for criminal investigations. This 

would help the researchers propose guidelines and sugges-

tions for its implementation to become practical and applica-

ble to the current justice system of the Philippines. 

2. Literature Review 

2.1. AI in Crime Analysis 

Amidst ethical challenges and concerns, the effectiveness of 

artificial intelligence in criminal investigations should not be 

denied. A study from the National Institute of Justice (NIJ) de-

tailed the convenience of using AI for minor tasks that are easy 

but time-consuming. A specific example included criminal pro-

filing [14], in which all details about suspects in past and present 

cases are listed properly and organized neatly to become readily 

available once needed again in a virtual space. Human errors 

such as losing files and putting a wrong profile into a folder case 

for various reasons are mitigated drastically as a result. How-

ever, in addition to becoming a smaller assistant, like all AI 

technologies recently, it had the capability to do something 

more. This is why it is still being trained aggressively for it to 

become more accurate in doing various, much more tasking 

jobs; such as crime forecasting, video & audio assessment, and 

biological data analysis. Going as far as doing a partial job of 

being a detective–reconstructing what happened during a crime. 

Presently, a machine that underwent semi-supervised up to 

supervised training for a specialized purpose could be accu-

rate. An example is analyzing handwritten notes and knowing 

the owner of the said note [10], as cited in [12]. Its usefulness 

varies drastically depending on what the note entails and how 

it relates to the crime that occurred. Another example is the 

“high accuracy” of detecting how the shoe size would have 

been given it left a track at a crime scene [11], as cited in [12], 

becoming highly useful in determining the biological feature 

of a witness or culprit. A third task that AI should aim to be 

better at is the ability to effectively reconstruct a crime scene 

given its aftermath. This requires actual reasoning ability and 

purposeful observation of a given location to make valid con-

clusions and results. As of now, the most reliable use of AI in 

relation to this purpose is present on machines being used to 

analyze marks and pieces of evidence that, after enough time, 

would help detectives and investigators in their deductions 

[17], as cited in [12]. 

Generally speaking, AI is already great at handling either or-

ganizational tasks or repeating jobs with elements that are found 

everywhere and already exist. For example, analyzing a per-

son’s image to match up with a name much faster could be done 

using AI repeatedly and reliably and with minimal mistakes 

over time unlike humans [14]. However, AI occasionally strug-

gles to become accurate for sequential data that didn’t already 

exist as it can still have the tendency to hallucinate. For example, 

in video analysis, a blurry person’s face and an object’s low-

quality appearance could be part of a dataset that a machine 

could recognize and automatically make an entire picture much 

clearer as a result. That being said, it can only help investiga-

tions become faster instead of stagnating due to it being full of 

challenges. AI-altered evidence cannot become entirely conclu-

sive due to AI hallucinations. In addition, there still exists the 

ethical viewpoint of what if, a malicious entity had swooped in 

and made the AI generate false evidence. Some of the ethical 

considerations for artificial intelligence in criminal justice are 

bias and fairness, and data privacy concerns [15]. Biased data 

for training the artificial intelligence may skew the AI into be-

ing biased and lead to an incorrect decision. 

Sequential data is generated based on the past and present 

data. Due to its reliability becoming questioned, types of neu-

ral networks are focused on predicting reliable results more 

than ever. One technique called Recurrent Neural Network 

(RNN) is effective at predicting future events [13]. For offic-

ers working in fields regarding public safety, the inherent ca-

pability of predicting a crime, and becoming able to stop it be-

fore it occurs is a crucial and important ability to have. Vari-

ous models such as the “random forest model” are being used 

for this purpose. This is where each “tree” in the “forest” han-

dles a large set of data. As an attempt of a researcher to relate 

it in the sense of criminal investigations, a tree could include 

past investigations of crimes and how these crimes came to be. 

It what motives were involved, what tools were used, when 

did it happen, who were the suspects, etc. are all included in a 

singular tree. Similar and differing cases are then in the other 

trees to form the entire forest. Now, when a case might occur, 

the AI uses its “trees of knowledge” to form a conclusion on 

whether or not a case could occur. As a result, it is very useful 

in predicting crimes [7]. Its main limitations are the time and 

enormous resources it uses due to the amount of data it pro-

cesses before making a result. 

Its reliability overall as a standalone machine for all types 

of investigative tasks, however, is still questionable at best. 

Problems regarding the AI’s memory, coding, or computa-

tional power hinder its capability to do these tasks accurately 

and consistently. To perform well, it is imperative that humans 

continue to input data, training it to efficiently utilize past data 

while preparing to solve future challenges to reduce the usual 

problem associated with AI, its limited capacity. 

2.2. AI in Philippine Criminal Justice 

Rising as a transforming tool in criminal justice, artificial 
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intelligence (AI) provides creative ideas to improve crime pre-

diction, surveillance, and forensic investigations. This paper 

investigates how artificial intelligence technologies—includ-

ing machine learning, predictive analytics, and biometrics—

detect, stop, and battle transnational crimes such as cyber-

crime, human trafficking, and terrorism, thus supporting law 

enforcement [8]. AI-driven solutions intend to increase public 

safety and simplify investigative procedures in the Philippines, 

where law enforcement and crime prevention confront many 

difficulties. The Philippines is starting to look at using Artifi-

cial Intelligence to improve operations [16]. This would, ide-

ally, hasten the court process and lessen the piled up court 

hearings. 

Examining 120 research articles from 2008 to 2021 on AI-

driven crime prediction found 34 crime categories, 23 crime 

analysis approaches, and 64 machine learning (ML) strategies 

[7]. Their research turned up supervised learning as the most 

often employed method. Utilizing sophisticated data analytics, 

machine learning algorithms, and predictive modeling, artifi-

cial intelligence (AI) can help law enforcement authorities 

forecast criminal activity, allocate resources effectively, and 

apply proactive crime prevention initiatives. Authorities may 

find criminal hotspots, examine behavioral patterns, and cre-

ate more successful law enforcement interventions by using 

AI's ability to process enormous volumes of data in real time. 

Surveillance systems including artificial intelligence have 

transformed monitoring and criminal identification. Public 

space security measures are improved by technologies includ-

ing facial recognition, object detection, and behavior analysis, 

thereby lowering human limits in monitoring vast regions. In 

the Philippine setting, where organized crime and urban crime 

still abound, AI-driven monitoring might help law enforce-

ment spot possible hazards, enhance response times, and give 

real-time alarms. The National Crime Records Bureau 

(NCRB) reports that under violent crimes in 2022 there were 

28,522 murder cases overall as well as 107,588 cases of kid-

napping and abduction registered. Furthermore, the crime rate 

per 100,000 women and children was 66.4 and 36.6 re-

spectively [9]. Furthermore, AI-powered digital forensics can 

speed up evidence analysis so that forensic investigators may 

more quickly solve crimes. Using artificial intelligence in fo-

rensic investigations improves accuracy in voice analysis, 

fingerprint recognition, and cybercrime detection, therefore 

strengthening case resolutions. 

Including artificial intelligence in the Philippine criminal 

justice system offers a hopeful change toward a more open, 

data-driven, efficient method of crime prevention and investi-

gation. Although artificial intelligence has major benefits, eth-

ical issues including data privacy, algorithmic prejudice, and 

the need for human supervision have to be properly resolved. 

Implementing responsible artificial intelligence calls for care-

fully defined laws, rules, and cooperation among government 

agencies and technological professionals. As artificial intelli-

gence develops, its acceptance in criminal justice can help to 

create a society more safe and secure, therefore supporting the 

rule of law in the Philippines. 

3. Results and Discussion 

In this study, a survey was conducted via Google Forms to 

assess public perception in the Philippines regarding the use 

of AI in criminal justice, specifically in crime prediction, sur-

veillance, and forensic investigations with the use of a five-

point Likert scale. The survey included multiple-choice, 

Likert scale, and linear scale questions, covering demographic 

details such as name, age, sex, and employment sector. Addi-

tionally, respondents were asked about their familiarity with 

artificial intelligence and their awareness of AI-driven tools 

used in criminal justice applications. 

 
Figure 1. Demographics (Age). 

From a survey of 50 respondents, nearly half (48%) are 21 

years old, making them the dominant age group. Those aged 

20 follow at 22%, while 22-year-olds represent 14%. Smaller 

groups include 18- and 19-year-olds (6% each) and 23-year-

olds (4%), highlighting a predominantly early-20s demo-

graphic. 

http://www.sciencepg.com/journal/ijls


International Journal of Law and Society http://www.sciencepg.com/journal/ijls 

 

258 

 

 
Figure 2. AI Accuracy for Crime Prediction. 

The survey results indicate that a majority of respondents 

(38%) strongly agree (5) with the statement that AI accurately 

analyzes and determines crime patterns, while 22% agree (4). 

Meanwhile, 22% are neutral (3), 16% disagree (2), and only 2% 

strongly disagree (1). This suggests that most respondents lack 

confidence in AI’s crime prediction accuracy. According to 

[18], more and more companies are able to use Artificial In-

telligence in order to prevent and determine crimes. 

 
Figure 3. Perception of AI's Role in Reducing Human Errors in Crime Investigations. 

The survey results show that opinions are mixed on whether 

AI reduces human errors in crime investigations. While 28% 

agree (4) and 22% strongly agree (5), a significant portion also 

disagrees (2 - 22%) or remains neutral (3 - 24%). Only 4% 

strongly disagree (1). This suggests skepticism about AI’s re-

liability in minimizing human errors. This may be due to some 

misinformation because according to inside AI news [19], Ar-

tificial Intelligence actually can reduce human error in data an-

alytics with having no bias at all when making decisions. 

 
Figure 4. Perception of AI-driven crime analysis having a human overseer. 
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The survey results show that respondents thought that AI 

needs a human overseer in crime investigations. 33% of the 

respondents strongly agree, and 26% agree, while 4% are neu-

tral and 2% both disagree and strongly disagree, respectively. 

According to [20], Using Artificial Intelligence can present 

danger to human rights without the proper safeguards in order 

for AI to be ethical. 

 
Figure 5. Perception of AI-driven crime analysis having a strict guideline when implemented. 

Most respondents thought that AI needs a strict set of rules 

in order to implement AI. 68% of respondents strongly agree 

with this sentiment, and 18% agree. while 10% is neutral and 

4% disagrees. With more than half of the respondents strongly 

agreeing, this suggests AI requires a strict set of rules before 

being implemented. According to [22], AI should have a clear 

guidelines due to some of its disadvantages such as being in-

trusive and how it can affect human freedom. 

 
Figure 6. Perception of AI-driven crime analysis being a supportive role instead of the main actor. 

As the chart suggests, most of the respondents think that AI 

is only a tool to help criminal investigations and should not 

have full power. Lawyers are apparently using AI as well as a 

supportive tool [21]. 

Interestingly, the topic with the most mixed reactions was 

focused on the AI’s accuracy to predict crimes. “Accuracy in 

Crime Prediction” observes people’s perception of how accu-

rate AI can be in predicting crimes depending on the evidences 

and insights. Evidently, the respondents are mixed when it 

comes to their opinions regarding how AI can do crime pre-

diction. Specifically, the majority of respondents still believe 

that AI can do this feature, but a number of the minority also 

believe otherwise. A number of respondents trust AI to pre-

dict crime patterns, increase efficiency in law enforcement, re-

duce human error, and even provide reliable insights for crime 

predictions. Yet, there is still a mixed reception of the effect 

of AI on human errors, specifically on the aspect of reducing 

human errors; as there could be biases [23]. Additionally, 

there may also be concerns regarding privacy when the AI 

itself is hacked and it has a lot of confidential data in it [25]. 

Although the majority still agree on this, the minority that be-

lieves otherwise is close in number. This means people have 

a level of trust in this type of technology that has not yet ex-

ceeded a threshold to become the norm in this society. This 
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belief is further enforced when the majority of respondents 

thoroughly believe that human consideration should always 

intervene with the decisions of an AI assistant. It is imperative 

to make thorough rules and regulations for its implementation 

[24]. 

4. Conclusions 

The researchers conducted a survey to assess people’s per-

ceptions of the use of AI in the criminal justice sector. Accord-

ingly, it is observed that people have a mixed take when it 

comes to the level of trust they show in technology driven by 

AI. Especially speaking on the accuracy of crime prediction, 

wherein people do not have pure trust in the abilities of AI to 

predict crimes accurately and effectively. A considerable mi-

nority of respondents choose to prefer pure human interven-

tion when it comes to law enforcement instead of using AI. 

This may be because of the multiple problems AI still exhibits 

since it is still at the early stage wherein it still needs to be 

trained to learn more nuances and have a smoother operation 

when used. On the flipside, the majority believe that AI can 

still have the capability to do these operations, but with a heavy 

emphasis on the need for human intervention in order to re-

duce concerns regarding the challenges and ethical implica-

tions when using AI in law enforcement. 

Additionally, it is recommended to train not only the AI 

model, but also the officers to use this type of technology ef-

ficiently. This could be done through the coordination of AI 

experts and the government itself. This is because its core 

problems would only require power and resources to train it 

up to its full capabilities. This also means it would only be a 

matter of time before AI becomes a helper in various fields. 

However, there are features already present as of today. Spe-

cifically, its advantage of reducing time consumed for organ-

izational tasks, or tasks minor in nature is a fact that should 

not be undermined and instead be used as an opportunity to 

make work more productive while also being convenient. 
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