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Abstract

High-stakes standardised examinations, foundational to meritocratic educational systems, face a crisis of integrity due to systemic
vulnerabilities exploited by sophisticated, organised networks. Traditional security measures have proven inadequate against
upstream breaches in the physical supply chain, leading to large-scale paper leaks, eroding public trust, and necessitating costly
re-examinations. This analysis presents a comprehensive architectural framework designed to fundamentally redesign the
assessment ecosystem by integrating advanced, multidisciplinary technologies. The proposed paradigm leverages a permissioned
Proof-of-Authority blockchain to create an immutable, transparent ledger for the entire examination lifecycle. Question sourcing
is decentralised through a time-distributed micro-sourcing model, in which a vast network of educators submits limited batches
of questions, thereby diluting the impact of any single insider threat. Each question is tokenised as Non-Fungible Content (NFC)
and stored decentrally, with its provenance secured cryptographically. To achieve perpetual unpredictability and render "guess
papers" obsolete, a neuro-symbolic artificial intelligence framework procedurally generates an infinite number of unique,
mathematically guaranteed solvable problems. These items are then calibrated using Item Response Theory (IRT), enabling an
Automated Test Assembly engine to create millions of individualised yet psychometrically equivalent question papers. The
logistical vulnerability of physical transit is neutralised by a secure hybrid edge-printing model, in which encrypted test files are
transmitted to examination centres and printed locally just minutes before the test begins, governed by a blockchain-based time
lock. By replacing centralised points of failure with cryptographically verifiable, decentralised systems, this framework ensures
absolute traceability, psychometric equity, and operational resilience, thereby restoring the sanctity and credibility of high-stakes
educational assessments.
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1. Introduction

The administration of high-stakes standardised testing lives, allocating scarce institutional resources based on objec-
forms the foundational bedrock of meritocratic educational  tive, quantifiable metrics of academic proficiency. However,
systems and professional credentialing frameworks globally. escalating complexities in the logistical execution of large-
These examinations determine the trajectory of millions of  scale, pen-and-paper examinations have exposed critical
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structural vulnerabilities that threaten the very concept of mer-
itocracy. In India, the National Eligibility cum Entrance Test
(NEET-UG) represents one of the largest single-day, single-
shift examinations in the world, with over 2.4 million candi-
dates competing fiercely for approximately 100,000 under-
graduate medical seats. The intense competition, coupled with
archaic logistical frameworks and immense sociological pres-
sure, has inadvertently spawned sophisticated, highly re-
sourced "education mafias" that exploit systemic weaknesses
to orchestrate massive breaches of examination integrity.

The ramifications of these breaches extend far beyond im-
mediate administrative chaos; they fundamentally erode pub-
lic trust, precipitate widespread anxiety among student popu-
lations, and trigger exhaustive judicial, political, and federal
interventions. The traditional, reactive responses to these
breaches—such as intensified physical frisking, the deploy-
ment of signal jammers, and localised biometric verification
at examination centres—have proven repeatedly insufficient.
The locus of vulnerability has decisively shifted upstream,
from localised examination hall malpractice to the pre-exam-
ination supply chain, where encrypted digital messaging plat-
forms facilitate the rapid, untraceable dissemination of com-
promised materials nationwide.

To restore the sanctity of high-stakes evaluations, a radical,
evolutionary leap in examination architecture is required. This
report presents an exhaustive, multidisciplinary framework
that fundamentally redesigns the assessment ecosystem from
question conception to the final mile of delivery. By synthe-
sising distributed ledger technology, Non-Fungible Content
tokenisation, advanced neuro-symbolic artificial intelligence,
Item Response Theory, and secure hybrid edge-printing logis-
tics, this framework is designed to neutralise both internal and
external threat vectors. The proposed architecture replaces
centralised, trust-based points of failure with cryptograph-
ically verifiable, decentralised systems, ensuring absolute
traceability, psychometric fairness, and operational resilience.

2. Diagnostic Analysis of Systemic
Vulnerabilities in Examination
Logistics

To engineer a mathematically and logistically resilient so-
lution, it is first imperative to dissect the mechanical and hu-
man failures that plague current assessment models. The re-
current breaches in national examinations are rarely spontane-
ous anomalies; rather, they are the result of calculated, highly
organised exploitation of logistical and procedural choke
points that exist within a physically distributed supply chain.

2.1. The Historical Context of Assessment
Breaches

The vulnerability of the Indian examination system is not a
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recent phenomenon but a persistent systemic flaw that has es-
calated in tandem with advances in digital communication.
Historically, the 2015 All India Pre-Medical Test (AIPMT)
was completely cancelled by the Supreme Court of India due
to a large-scale paper leak, setting a precedent for judicial in-
tervention in academic administration. Subsequent years wit-
nessed parallel controversies, including the 2018 Central
Board of Secondary Education (CBSE) leaks, the 2017 Staff
Selection Commission (SSC) protests, and the 2021 Joint En-
trance Examination (JEE) Main hacking incident, where re-
mote access tools were utilised to bypass computer-based test-
ing protocols.

However, the controversies surrounding the NEET-UG ex-
aminations in 2024 and 2026 have brought these vulnerabili-
ties to a critical inflexion point. In 2024, the examination was
marred by allegations of localised paper leaks in Bihar and
Jharkhand, coupled with widespread outrage over the award-
ing of grace marks due to administrative delays at specific
centres. This resulted in an unprecedented anomaly where 67
candidates secured perfect scores, a statistical impossibility
under normal testing conditions. While the Supreme Court ul-
timately ruled that the 2024 breach was localised rather than
systemic, the event severely damaged institutional credibility.

This credibility crisis culminated in the devastating cancel-
lation of the NEET-UG 2026 examination. Investigations by
the Rajasthan Special Operations Group (SOG) and the Cen-
tral Bureau of Investigation (CBI) revealed a highly organised
syndicate that had intercepted the examination materials
weeks in advance. A handwritten "guess paper" containing
over 410 questions was circulated via encrypted messaging
platforms such as WhatsApp and Telegram. Forensic analysis
confirmed that approximately 120 questions from the chemis-
try and biology sections of this illicit document matched the
official examination paper exactly. The government was
forced to order a complete annulment of the examination for
2.2 million students, recognising that the integrity of the med-
ical merit list had been irreversibly compromised.

2.2. Upstream and Downstream Choke Points

The traditional lifecycle of a standardised question paper
involves prolonged exposure to multiple high-risk vectors,
broadly categorised into upstream and downstream phases.
The upstream process of question setting typically occurs in
highly secluded environments, where panels of subject-matter
experts are sequestered to generate pools of questions without
access to digital tools. While this stage is heavily fortified, it
remains inherently dependent on the absolute incorruptibility
of a small group of human actors.

The downstream stages, however, represent the most criti-
cal vulnerabilities. These involve the transfer of finalised
manuscripts to centralised commercial printing presses, the
mass production of millions of physical booklets, and the sub-
sequent transportation of these materials via armed transit to
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regional strongrooms and local banking vaults across vast ge-
ographic expanses. Each node in this physical supply chain—
from the printing press operator to the logistics contractor and
the local strongroom custodian—introduces a human interme-
diary susceptible to financial coercion or social engineering.
The 2026 breach explicitly demonstrated that sophisticated
syndicates do not need to breach the examination hall if they
can intercept the material at the printing or transit stage and
monetise it digitally. Consequently, the integrity of the entire
examination ecosystem becomes constrained not by the so-
phistication of the assessment design itself, but by the weakest
operational link in the physical distribution chain.

2.3. The Legislative Framework and Liability
Mandates

Recognising the severity of these organised syndicates, the
Indian legislature enacted the Public Examinations (Preven-
tion of Unfair Means) Act, 2024. This landmark legislation
provides a stringent legal framework to deter examination
malpractice, categorising such acts as cognizable, non-baila-
ble, and non-compoundable offences. The Act prescribes rig-
orous penalties, including imprisonment for up to 10 years and
fines of up to X1 crore for individuals involved in organised
examination crimes.
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Crucially, the legislation imposes strict liability on com-
mercial service providers and logistical partners engaged by
the examination authorities. If a service provider is found to
be complicit in, or negligent regarding, a breach, they face
massive financial penalties, the attachment of corporate prop-
erty, and a multi-year ban from participating in public exami-
nation contracts. [9] While the Act establishes a formidable
punitive deterrent, legislation alone cannot preempt technical
or physical breaches. The law must be operationalised through
an infrastructure that provides incontrovertible digital foren-
sics and makes the illicit extraction of data computationally
and physically impossible. The technological paradigm pro-
posed in this report provides the exact cryptographic assur-
ance required to comply with and enforce the mandates of this
legislative framework.

3. Decentralised Question Sourcing:
Mitigating Insider Threats

The conventional method of assembling question panels in
centralised, physical locations creates single points of vulner-
ability and severely limits the diversity and volume of the
question pool. A mathematically superior approach involves
democratising question generation through secure, distributed
networks, with asynchronous submission protocols to mitigate
the risk of compromise by a question provider.

Time-Distributed Micro-Sourcing: Key Mitigation
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Figure 1. Strengthening Assessment Integrity Through Distributed Sourcing.

The Time-Distributed Micro-Sourcing Model
Insider threats are consistently identified as critical risks in data
security and examination logistics, often motivated by financial

gain, discontent, or coercion from external syndicates. In a tradi-
tional setup, if a senior examiner who has contributed 20% of the
final paper is compromised, the entire examination is rendered
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invalid. To completely neutralise this vector, the architecture
must systematically limit the exposure and influence any single
contributor has over the final examination compilation.

The proposed solution implements a rigorous Time-Distrib-
uted Micro-Sourcing protocol. Under this model, the examina-
tion authority curates an expansive, geographically distributed
network of vetted educators, academics, and subject-matter ex-
perts. Instead of convening for a brief, intensive period, these con-
tributors are required to submit a strictly limited number of ques-
tions—for example, a maximum of five items per educator—
over a prolonged, asynchronous, chronological window spanning
six to eight months.

This model introduces two powerful mathematical defences
against insider leaks:

First, it achieves a radical dilution of influence. If an individual
contributor decides to act maliciously and leaks their allotted
five questions to a coaching syndicate, the statistical probabil-
ity of those specific items appearing in a randomly assembled,
180-question examination drawn from a master repository of
tens of thousands of items is mathematically negligible. The
leaked questions simply vanish into the statistical noise of the
larger pool.

Second, it provides mitigation against systemic network
breaches. For an organised syndicate to assemble a viable
"guess paper" that guarantees a high score (as witnessed in the
2026 controversy), they would need to successfully compro-
mise, coordinate, and collude with a massive, geographically
disparate proportion of the independent question setters over
an extended period. This dramatically increases the logistical
complexity and the risk of detection for the syndicate, making
a coordinated upstream breach practically impossible.

4. Cryptographic Provenance:
Blockchain and Non-fungible Content

Upon submission of these micro-batches of questions, the
data must be digitised and secured to definitively prevent al-
teration, unauthorised deletion, or untracked duplication. Re-
lying on traditional centralised databases (such as standard
SQL servers) merely shifts the point of failure from a physical
strongroom to a digital server, remaining vulnerable to data-
base administrators or sophisticated cyber intrusions. [1] The
solution lies in implementing distributed ledger technology
and tokenising examination items as Non-Fungible Content.

4.1. Non-fungible Content (NFC) Tokenisation

Every individual question submitted to the central reposi-
tory is mathematically classified and minted as "Non-Fungible
Content” (NFC). While the broader public is familiar with
Non-Fungible Tokens (NFTs) in the context of digital art and
speculative assets, the underlying cryptographic standards
(such as ERC-721 or ERC-1155 on Ethereum-compatible net-
works) are designed to prove the absolute authenticity, prove-
nance, and unique identity of any digital asset.
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When an educator uploads a question, the system applies a
cryptographic hash function (such as SHA-256) to the digital
file. This generates a fixed-length string of characters—a
unique digital fingerprint that changes entirely if even a single
pixel or character of the source file is altered. [16] This hash,
along with metadata regarding the author, subject, and
timestamp, is minted as an NFC on the blockchain. [22] This
ensures that the question becomes an indelible part of the ed-
ucational ledger, with its creation and access history perma-
nently preserved and immune to internal database manipula-
tion.

4.2. Decentralised Storage via IPFS

Storing millions of high-resolution images, complex math-
ematical formulas, and text files directly on a blockchain is
computationally inefficient and prohibitively expensive.
Therefore, the architecture separates the immutable ledger
from physical data storage using the InterPlanetary File Sys-
tem (IPFS). [20].

IPFS is a peer-to-peer distributed file storage protocol that
fundamentally alters how data is retrieved. Instead of using
location-based addressing (e.g., fetching a file from a specific
centralised server URL), IPFS utilises content-based address-
ing. The heavily encrypted raw file of the question is uploaded
to the IPFS network, which fragments the data and distributes
it across multiple decentralised nodes. [20] The network re-
turns a unique Content Identifier (CID) derived directly from
the file's cryptographic hash. This CID is stored in the block-
chain's NFC smart contract. [22] This dual-layer architecture
guarantees that the actual content remains encrypted and de-
centralised, eliminating the vulnerability of a central server
honeypot, while the blockchain ledger maintains an unaltera-
ble audit trail of its existence. [26].

4.3. Proof of Authority Consensus and Smart
Contract Governance

Public, permissionless blockchains (such as the Bitcoin or
Ethereum mainnets) operate on Proof of Work (PoW) or Proof
of Stake (PoS) consensus mechanisms. These networks prior-
itise absolute, trustless decentralisation but suffer from highly
variable transaction speeds, exorbitant computational and fi-
nancial costs, and a lack of regulatory control.

For sovereign national educational boards, a permissioned
blockchain utilising a Proof of Authority (PoA) consensus al-
gorithm provides the optimal governance structure. In a POA
network, the mathematical consensus required to validate
blocks of transactions is achieved not through competitive
computational mining or cryptocurrency staking, but by rely-
ing on a select group of pre-approved, legally accountable val-
idator nodes. These nodes would be operated by highly trusted
institutional entities, such as the vice-chancellors of premier
central universities, directors of the Indian Institutes of Tech-
nology (I1Ts), and the leadership of the National Informatics
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Centre (NIC).

In this structure, validators stake their legal identities and
institutional reputations rather than digital capital. Any anom-
alous or malicious action on the network is immediately at-
tributable to a known, sovereign entity, aligning perfectly with
the rigorous punitive frameworks established by the 2024 Un-
fair Means Act. [9] Furthermore, POA networks offer excep-
tionally high-speed transaction throughput and negligible en-
ergy consumption, which is essential for processing millions
of concurrent student records and item bank interactions dur-
ing peak examination windows. [18].

The interaction with the IPFS-stored question bank is
strictly governed by self-executing smart contracts written in
languages such as Solidity. [20] These contracts automate
Role-Based Access Control (RBAC) and implement irrevoca-
ble Time-Locked Encryption. A smart contract can be hard-
coded to reject any decryption-key request from the network
until a precisely synchronised global timestamp is reached (for

instance, exactly 10 minutes prior to the physical commence-
ment of the examination). Because the rules are embedded in
the blockchain’s consensus layer, this time-lock cannot be
overridden by any single administrator, IT technician, or gov-
ernment official, rendering pre-examination digital leaks tech-
nically impossible. [22].

To further protect the physical safety of the question setters
and insulate them from targeted coercion by external syndi-
cates, Zero-Knowledge Proofs (ZKPs) are integrated into the
authentication layer. ZKPs are cryptographic protocols that al-
low a prover to convince a verifier that a statement is true
without revealing any information beyond the statement’s ab-
solute validity. [11] In this context, a ZKP allows the system
to definitively verify that a submitted question originated from
an authorised, credentialed educator with the correct crypto-
graphic keys, without ever recording or revealing the educa-
tor’s specific identity, location, or name to the broader net-
work or database administrators. [26].

Building Trust by Design: A Secure, Accountable and Verifiable Examination Framework
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Figure 2. Building Trust by Design.

5. Neuro-symbolic Artificial Intelligence
in Procedural Item Generation

While time-distributed micro-sourcing, protected by zero-
knowledge proofs, ensures a vast and cryptographically secure
repository of baseline academic concepts, human-generated
item banks are inherently finite. Over time, even massive da-
tabases become susceptible to eventual mapping and memori-
sation by highly resourced coaching syndicates that deploy
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thousands of students to memorise and reconstruct past papers.
To achieve true, perpetual unpredictability, the assessment ar-
chitecture must evolve beyond static storage and employ Ar-
tificial Intelligence to dynamically and procedurally generate
scientific, quantitative questions.

5.1. Overcoming Hallucinations in Pure
Generative Models

Large Language Models (LLMs), such as advanced itera-
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tions of GPT, Claude, and Gemini, have demonstrated pro-
found capabilities in natural language processing, semantic
reasoning, and even achieving high percentiles on standard
medical and legal examinations. [6] However, relying solely
on pure generative LLMs for the autonomous creation of high-
stakes physics, chemistry, or complex mathematical problems
presents an unacceptable operational risk.

Pure LLMs are fundamentally probabilistic engines; they
generate responses based on statistical word associations ra-
ther than an intrinsic understanding of physical laws or deter-
ministic mathematics. [2] Consequently, when tasked with
generating novel quantitative problems, they are highly prone
to “hallucinations”—producing questions that appear linguis-
tically coherent but are mathematically intractable, conceptu-
ally flawed, or lack feasible, unambiguous solutions. [6] In a
high-stakes environment like NEET, where a single erroneous
question can trigger mass litigation, mandate the awarding of
grace marks, and disrupt the entire national admission cycle,
stochastic generation without deterministic verification is en-
tirely unviable.

5.2. The Implementation of Neuro-symbolic
Frameworks

The solution to achieving infinite, reliable scalability lies in
deploying Symbolic Al and Neuro-Symbolic frameworks.
Symbolic Al operates on high-level, human-readable repre-
sentations of logic, rigid rules, and deterministic mathematics.
By integrating the fluid, context-generating capabilities of
neural networks with the rigorous, rule-bound engines of sym-
bolic mathematics, the system can generate an infinite number
of procedural variations of a baseline problem that are mathe-
matically guaranteed to be solvable. [13].

A prominent structural example of this architecture is the
Symbolic Integration for Generative Systems (SIGS) frame-
work, which utilises formal grammars and deterministic solv-
ers to ensure that generated equations and physical scenarios
are syntactically and physically valid by construction. [13]
When this neuro-symbolic approach is applied to the exami-
nation pipeline, the process operates as follows:

Intelligent Generation, Guaranteed Correctness: The Neuro-Symbolic Approach
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Figure 3. Intelligent Generation, Guaranteed Correctness.

First, an authorised educator submits a baseline problem
template to the blockchain (for example, calculating the tra-
jectory of a charged particle entering a uniform magnetic field
at a specific angle). Second, the Al deconstructs this template

into its core physical principles, isolating the underlying symbolic
equations (e.g., the Lorentz force equation and centripetal kine-
matics) from the descriptive text. Third, the procedural genera-
tion engine continuously alters the numerical parameters, the
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boundary conditions, and the contextual framing of the problem.
It might change the particle from an electron to an alpha particle,
alter the magnetic field strength, or rewrite the narrative context
to describe a medical cyclotron rather than a generic laboratory
vacuum.

Crucially, before any generated item is accepted into the ac-
tive blockchain repository, it is passed through an integrated
automated solver—a computational engine akin to Wolfram
Alpha or a specialised, fine-tuned physics Al solver. [10] The
deterministic solver executes the problem using the newly
generated parameters to confirm that they yield a definitive,
unambiguous integer or multiple-choice solution that falls
strictly within the prescribed syllabus scope.

This neuro-symbolic procedural generation ensures that
candidates are tested on genuine conceptual mastery and ana-
lytical reasoning, rather than their ability to memorise specific
numerical combinations provided by illicit “guess papers” cir-
culated by coaching mafias. [7] Because the exact numerical
values and framing of the question are generated procedurally
and mapped directly to the individual candidate’s unique test
form, the concept of a master “answer key” ceases to exist.

5.3. Human-in-the-Loop (HITL) Vigilance and
Bias Mitigation

Despite the mathematical rigour provided by neuro-sym-
bolic solvers, algorithmic generation must remain subject to
Human-in-the-Loop (HITL) vigilance. Automated systems,
while mathematically flawless, can inadvertently generate de-
scriptive scenarios that are practically absurd or contain im-
plicit cultural or socioeconomic biases that could disad-
vantage specific student demographics. [3].

Therefore, a secondary layer of blinded, decentralised ex-
pert reviewers—operating through the same PoA blockchain
interface—must validate a randomised sample of the proce-
durally generated questions. This review ensures pedagogical
clarity, appropriate reading levels, and construct validity be-
fore the items are permanently hashed and stored in the IPFS
repository. [26] This symbiotic relationship between Al gen-
eration and human oversight provides infinite scalability
while maintaining absolute educational integrity.

6. Psychometric Fairness in
Individualised Assessments

A central pillar of the proposed solution is the generation of
truly individualised question papers for each candidate,
thereby rendering mass cheating, paper leaks, and organised
solver syndicates fundamentally obsolete. If every candidate
in an examination hall, or across the country, receives a
uniquely compiled paper containing procedurally generated
questions, copying from a neighbour or purchasing a leaked
answer key becomes structurally useless.

7

However, the transition from a single national paper to in-
dividualised assessments poses a significant challenge to psy-
chometric fairness. Pure, unweighted randomisation of ques-
tions poses a severe threat to equitable evaluation. If Candi-
date A randomly receives a disproportionate number of highly
complex, multi-step physics questions while Candidate B re-
ceives predominantly foundational, formula-based items, the
resulting scores are fundamentally incomparable. In a high-
stakes environment where percentiles dictate medical admis-
sions, such statistical disparities violate the core principles of
equity, undermine the validity of the test, and would inevita-
bly invite massive, paralysing legal challenges. [14].

Furthermore, fairness in large-scale assessments is not
merely a pedagogical concern but also a statistical and consti-
tutional necessity. Any perception that one candidate received
an easier or more advantageous examination form can rapidly
erode public trust in the credibility of the entire admission pro-
cess. This challenge becomes even more pronounced in de-
centralised or Al-generated assessment environments, where
millions of unique item combinations may exist simultane-
ously. Consequently, the examination architecture must incor-
porate rigorous psychometric calibration mechanisms to en-
sure that every candidate, regardless of the questions they re-
ceive, encounters an examination with mathematically equiv-
alent difficulty, discrimination, and scoring reliability.

6.1. Overcoming the Limits of Classical Test
Theory with IRT

To facilitate individualised examinations without compro-
mising perceptions of fairness or its reality, the system must
abandon outdated evaluation models and fully integrate Item
Response Theory (IRT). Classical Test Theory (CTT), the tra-
ditional framework used for decades, evaluates a test based
entirely on the total raw score, if all items contribute equally
to the measurement of the candidate’s proficiency. [4] CTT
metrics are entirely sample-dependent; a question appears
“hard” only if the specific group of students taking the test
performs poorly on it, making it impossible to accurately com-
pare scores across different groups taking different sets of
questions. [8].

Item Response Theory, conversely, models the probabilis-
tic relationship between a candidate’s underlying, latent abil-
ity (denoted in psychometrics as theta, 6) and the distinct sta-
tistical properties of individual test items. [4] Under advanced
IRT frameworks, such as the 3-Parameter Logistic (3PL)
model, every single question in the decentralised IPFS bank is
rigorously calibrated through pilot testing and historical data
analysis to determine three critical, stable metrics:

First, the Item Difficulty (b-parameter) specifies the exact
point on the capability scale at which a candidate has a 50%
probability of answering the question correctly. Second, the
Item Discrimination (a-parameter) measures the slope of the
item characteristic curve, indicating how effectively the item
differentiates between high- and low-ability candidates. [8]
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Third, the Pseudo-Guessing (c-parameter) accounts for the
probability that a candidate with extremely low ability will an-
swer the question correctly simply by guessing, a factor that
is mathematically crucial for multiple-choice formats like
NEET. [4].

Recent advancements in computational psychometrics, par-
ticularly the emergence of Fair-IRT frameworks, extend sig-
nificantly beyond the traditional objectives of basic item cali-
bration and score normalisation. These advanced models sys-
tematically analyse Item Characteristic Curves (ICCs) to de-
termine whether specific questions exhibit Differential Item
Functioning (DIF), a condition in which candidates from dif-
ferent demographic or educational backgrounds show unequal
probabilities of answering an item correctly despite having
equivalent underlying ability levels. [8] Such disparities may
arise from hidden linguistic assumptions, culturally specific

references, unequal access to educational resources, or re-
gional variations in pedagogy, thereby introducing unintended
bias into the assessment process.

By continuously evaluating these statistical patterns across
large and diverse candidate populations, Fair-IRT systems can
detect subtle inequities related to gender, socioeconomic sta-
tus, language background, geographic region, or prior educa-
tional exposure. [25] Questions identified as exhibiting signif-
icant DIF can then be revised, recalibrated, or permanently re-
moved from the active item repository. This process ensures
that examination outcomes are driven by genuine conceptual
understanding and analytical competence rather than by de-
mographic privilege or contextual familiarity. Consequently,
advanced IRT-based fairness auditing strengthens the psycho-
metric validity, transparency, and social legitimacy of large-
scale national examinations. [12].

Beyond Raw Scores: Measuring True Ability with Item Response Theory

From total marks to true measurement—precise, fair and individualised. =~ —

‘Why Move Beyond Classical Test Theory (CTT)?

IRT in Action: The 3-Parameter Logistic (3PL) Model

Classical Test Theory (CTT) Item Response Theory (IRT) Models the probability of a correct response based on ability (8) and item characteristics.
Example Item (MCQ)
All items treated equally e o Discrimination (s) o Difficulty (b) o Pseudo-Guessing (c) A prown enters & uniform megnetic
Every question contributes O/ e o ’:“ i Fiow well th Nem The ability level T e field B = 0.5 T perpendicular to its
the same, regardless of mbkq RSy :K; distinguishes between at which a candidate ,+*s  low-ability candidate velocity 3.0 x 10° m/s. What is the
its quality. e toad : high- and low-ability has a 50% chance ! g+ settingthe item radius of its circular path?
candidates (slope). of answering * -.' correct by guessing. A 1.0cm B 20em
Py Sample-dependent 000 Sample-independent Higher a — steeper c"f"“ly' Lower asymptote C. 30em D.4.0cm
Difficulty changes with the Item properties remain stable; curve. Point on the 6 scale of the curve.
20 ( a@» e
‘-‘ group taking the test; scores . scores are comparable across where P = 0.5.
aren't comparable across different groups and forms
different forms. Item Characteristic Curve (ICC) - 3PL How It Behaves
104 Ability (6) Interpretation P(Correct)
) a=135
Limited precision Greater precision o (good discrissination) 20 Very low ability 0.16
Raw scores give less Provides more information ; §. (mostly guessing)
information about ability, about ability across the entire Z&£ 05+--—--———-— - b=020 7T0 S 0, 025
especially at the extremes. ability range. 28 (moderate difficulty)
S At difficulty level (b)
= 5 0.0 0.51
O et S €=0.15 ~50% chance
q&-l Unsuitable for adaptive tests o] Enables adaptive testing [ b (L% chamon of 10 Alove 0.78
o— Cannot support personalised O Bl Sl the most Eormaiive = 5 5 £ : 3 T gvensing correctly) average .
=@ testing or item selection. a items for each candidate. Aty @) 20 High ability 095
ility : :

Ensuring Fairness with Advanced IRT

Modern frameworks (e.g., Fair-IRT) examine Item Characteristic Curves
across groups to detect and eliminate hidden bias.

o

Curves should overlap across

®4

% i demographic groups.
& 1. Estimate Ability (6)
£l — Group A 4
w 0.5 G B DIF detected ~= item revised Start with a prior estimate
4 -~ Groy
g § a r 5 or removed based on initial responses.
i - == Group
0 Ensures equity across gender,
IR TR TR S (T S Ap region, language and SES.

Ability (8)

meaningful measure of ability.

Core Idea: Measure the person, not the test.
IRT lets different question sets lead to the same, fair and

ul

@  Diferent questions,

@ sire messiremen.

Better measurement

accuracy

6.2. Automated Test Assembly (ATA) Using
Linear Programming

Once the item bank is calibrated via IRT, Automated Test
Assembly (ATA) replaces manual question paper compilation.
ATA uses operations research, specifically Mixed-Integer
Linear Programming (MILP), to efficiently select questions
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Figure 4. Building Raw Scores.

meeting strict constraints from the vast item bank.

When the ATA engine is tasked with assembling an indi-
vidualised paper for a candidate, it applies a matrix of concur-
rent constraints:

1) Content and Categorical Constraints: The algorithm en-
sures exact alignment with the national syllabus blue-
print. For instance, it uses linear constraints to ensure
that each unique paper contains precisely 45 Chemistry
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questions, with exactly 15 from Organic Chemistry, 15
from Inorganic Chemistry, and 15 from Physical Chem-
istry, matching the prescribed topical weighting of the
medical commission. [5].

2) Target Information Functions (TIF): Utilising complex
MAXIMIN and MINIMAX objective functions, the
ATA engine ensures that the aggregated difficulty and
discrimination curves of the selected items perfectly

match a universally predefined target difficulty curve for
the overall examination. [5].

Consequently, while two candidates sitting next to each
other may receive completely different questions featuring
procedurally generated numerical values, the psychometric
weight, the topical distribution, and the statistical difficulty of
their respective examinations are mathematically identical.

Building Fair and Equivalent Papers at Scale: Automated Test Assembly (ATA)
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to Individualised Paper 5.
1 o=
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6.3. Score Equating and Normalisation
Protocols

Even with the most robust ATA algorithms, microscopic,
statistically significant differences in the overall difficulty of
individualised forms are inevitable at the scale of millions of
candidates. To ensure absolute parity before issuing national
rankings, post-examination Score Equating must be applied.
Equating is a rigorous statistical procedure that adjusts raw
scores to compensate for residual differences in difficulty,
placing all candidates’ performances on a common, univer-
sally comparable scale. [15].

By deliberately embedding a small set of highly secure, pre-
calibrated common “anchor items” within the randomised sets,
the system can utilise IRT true-score equating methodologies
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to generate normalised percentiles. [21] This ensures that an
equated score of 650 on one unique test form represents the
exact same level of medical proficiency as a score of 650 on
any other unique form. This comprehensive psychometric
framework resolves the primary judicial and logistical hurdles
that currently prevent the adoption of randomised testing in
India, ensuring that the examination remains a pure, legally
defensible measure of merit.

7. Edge Delivery Logistics: The Secure
Hybrid Model

The ultimate logistical challenge in this decentralised para-
digm lies in the physical delivery of the securely assembled,
individualised examinations to the candidates on the day of
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the test. A fully online, Computer-Based Test (CBT) adminis-
tered simultaneously to 2.4 million users is currently con-
strained by severe infrastructural deficits across the subconti-
nent. Providing uninterrupted, high-bandwidth internet con-
nectivity, secure computer terminals, and highly stable power
grids to thousands of examination centres in rural and semi-
urban India in a single day is logistically unfeasible.

Attempting to circumvent this by transitioning to multiple
CBT shifts spread over several weeks introduces significant
complexities in normalisation, extends the agonizing, high-

stress period for students, and significantly increases the tem-
poral window for cyber-attacks and server manipulation. The
optimal solution, in line with the strategic recommendations
of the government-appointed Radhakrishnan Committee, is to
implement a Computer-Assisted Secure Paper-Based Test
(Hybrid Model). This hybrid architecture strategically com-
bines the scalability and cryptographic security of digital sys-
tems with the operational familiarity, accessibility, and resili-
ence of conventional paper-based examinations.

7.1. Encrypted Transmission and Edge Printing

This hybrid system eliminates the vulnerability of physi-

Securing the Last Mile: Encrypte

o ATA Finalisation
on Blockchain

o Secure Encrypted Time-Locked

Transmission Dormant Files

Encrypted exam packages

are sent via VPN tunnels

to local servers at centres
or regional hubs.
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and inaccessible until the
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Individualised papers are
assembled and finalised

on the immutable ledger

From vulnerable transport to just-in-time, secure, and accountable delivery.

o Time-Lock Release
& MFA Access

At the exact scheduled time,
keys are released. Access
requires MFA and biometric
verification.

cally transporting printed booklets. The ATA engine first final-
ises question papers on a secure blockchain. Then, hours or
minutes before exams, these encrypted digital packages are
sent via secure VPNs to local servers within examination cen-
tres or regional hubs.

Third, and most critically, these encrypted files cannot be
opened upon receipt. They remain dormant until the block-
chain smart contract’s time-lock mechanism is activated. At
the precise, universally synchronised moment, the decryption
keys are released to the centre administrators, who must pro-
vide multi-factor authentication (MFA) and biometric sign-off
to access them. [11].

Once decrypted locally, files go to secure, high-speed digi-
tal printers in a strongroom. These printers produce 50-100
pages per minute. A centre with 500 students can print all pa-
pers in under an hour. The software assigns a unique serial
number to each booklet. Each page has a barcode, a QR code,
and a watermark with candidate details that link it to their dig-
ital identity.

This “just-in-time” methodology shrinks the massive vul-
nerability window from weeks of cross-country transit and ex-
posure to commercial printing presses to mere minutes of su-
pervised, localised printing, effectively neutralising the threat
of interception in transit and large-scale physical leaks. [23].
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7.2. Physical Security via NFC Tracking

While the digital supply chain is now cryptographically se-
cured, the final physical handling of the freshly printed papers
must still be strictly monitored to prevent localised centre-
level corruption. To ensure an unbroken chain of custody
within the exam centre, the sealed envelopes containing the
individualised papers are equipped with physical Near Field
Communication (NFC) tags. [24].

These tamper-evident, cryptographic NFC tags offer rigor-
ous “Proof of Presence” tracking. As the envelopes are moved
from the secure printing room to the specific classrooms, au-
thorised invigilators must tap the tags using specialised, insti-
tution-provided mobile devices. Each tap generates a unique,
encrypted, timestamped, and geo-located URL that is instantly
logged on the PoA blockchain, verifying exactly who handled
the package, when, and in which specific corridor of the
school. [24] Furthermore, if the envelope’s physical seal is
broken prematurely, the NFC tag’s internal antenna is severed,
or its status changes, it immediately triggers a system-wide
alert to the central command hub. This allows authorities to
instantly isolate a breach to a specific room or invigilator, ra-
ther than compromising the entire national examination grid.

8. Economic Feasibility, Scalability, and
Legal Compliance

A fundamental and often-cited critique of deploying ad-
vanced technologies in developing nations is the capital ex-
penditure required. Deploying commercial-grade, high-speed
digital printers, localised secure servers, and NFC-based
tracking infrastructure across thousands of examination cen-
tres represents a significant initial investment in infrastructure.
[17].

However, this capital expenditure must be analysed and
contextualised against the recurring, astronomical economic
and social costs of the current failing system. The financial
burden of chartering fleets of physical armed transport, exe-
cuting massive central printing contracts, paying for pro-
longed strongroom guarding, and the catastrophic economic
losses associated with cancelling, refunding, and re-conduct-
ing national examinations for millions of students far out-
weighs the amortisation of decentralised digital hardware over
a multi-year period. Furthermore, examination bodies have
substantial financial capacity; reports indicate that entities like
the NTA generate significant annual surpluses (e.g., a 448
crore surplus between 2018 and 2024), providing the internal
capital needed to finance this infrastructural transition without
imposing additional fee burdens on candidates. [19].

Crucially, this comprehensive architecture ensures strict
compliance with the mandates of the Public Examinations
(Prevention of Unfair Means) Act, 2024. By recording every
single digital and physical interaction on an immutable PoA
blockchain—from the identity of the Al-augmented question
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setter to the local printer operator and the classroom invigila-
tor—the system establishes incontrovertible, automated digi-
tal forensic evidence. [9] If an anomaly or a localised attempt
at malpractice occurs, federal investigative agencies like the
CBI no longer need to rely on prolonged, opaque interroga-
tions or easily destroyed paper trails. The immutable ledger
instantly identifies the precise node, the exact timestamp, and
the specific authorised individual responsible for the breach,
enabling swift, targeted, and legally airtight prosecution.

9. Conclusion

The persistent, escalating compromises of India’s high-
stakes medical and engineering entrance examinations signify
the terminal decline of legacy, centralised assessment logistics.
Attempting to secure a massive, paper-based examination
through localised physical policing and reactive legislation is
fundamentally misaligned with the realities of modern, digi-
tally enabled organised crime networks.

The seamless integration of blockchain-secured micro-
sourcing, neuro-symbolic Al procedural generation, IRT-
driven automated test assembly, and secure hybrid edge-print-
ing logistics represents a comprehensive, much-needed para-
digm shift. This architecture mathematically isolates and neu-
tralises insider threats, renders the mass memorisation of
leaked materials entirely obsolete through individualised, psy-
chometrically-equated test forms, and collapses the physical
vulnerability window from weeks of transit to mere minutes
of secure, localised production.

Implementing this decentralised framework undoubtedly
demands decisive administrative will, robust pilot testing, and
substantial capital investment in digital infrastructure at the
examination centre level. However, the ultimate dividend is
the restoration of absolute, unassailable credibility to the na-
tional examination process. By transitioning from an archaic
system reliant on fragile human trust to one governed by im-
mutable cryptographic truth, national testing agencies can fi-
nally fulfil their primary mandate and guarantee what every
student fundamentally deserves: an impregnable, fair, and
purely meritocratic evaluation.
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