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Abstract: This study aimed to develop and to validate a Strategic Information Systems Planning (SISP) model designed to
improve the information flow performance by incorporating the antecedent factors into information technology components,
information needs and security of information flow factors. The methodology was carried out in four phases; the theoretical
study, the conceptual framework design, the survey design, the data analysis, and the model development and validation phase.
Questionnaires were distributed to 350 employees at the Ministry of Higher Education and Scientific Research (MoHESR) and
four (4) government universities in Yemen for data collection. Based on the correlation results, it was found that information
technology components have significant relationship with information needs. Moreover, information technology components
have a direct significant relationship with the security of information flow in the MoHESR and universities in Yemen and they
have indirect influence through the information technology components on the security of information flow in the MoHESR
and universities in Yemen. By adopting the Structural Equation Modelling (SEM) analysis using AMOS, the results indicated
that all the fit indices satisfied the recommended range of value. This implies that the model developed was acceptable. The
validation results also revealed that the entire model fitness was appropriate and evidence of the stability of the conceptual
framework used in this study.
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defines the information flow from different perspectives. It
assists us to enhance our understanding of information flow
better with a particular emphasis on the security of
information flow. According to [3], efficient information
flow is a crucial part of any organizations operational
processes. Having a well-organized information flow can
provide a competitive advantage to a company.

As pointed out by [4], information flow includes
information transferring and feedback across organizations. It
plays an important role in enhancing the performance of
organizations [5-6] argued that efficient information flow
implies a need for a security. Therefore, securing efficient
information flow is necessary to improve the organizations’
performance. According to [7], availability, confidentiality,

1. Introduction

Information flow is the mirror that provides insights into
the activities which are carried out in an organization. It also
provides a support for the material flow and the activities that
directly build up the main products or services of any given
organization. In addition, it connects material flow and
decision makers of the organization [1]. Therefore,
information flow is an important factor taking into enhancing
the organizational performance. According to [2], it is often
contended that information is now analogous to an
organization’s lifeblood: should the flow of information
become seriously restricted or compromised then the
organization may wither and die. This section, therefore,
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integrity and accountability are considered as the main
characteristics of security of information flow. They are
simplified as access to the right information to the right
people on the right time. IT components in Strategic
Information Systems Planning (SISP) implementation which
include hardware, software, human resources, networking
and procedures provide bases to constantly monitor and
evaluate the efficiency and effectiveness of the SISP
implementation. Moreover, they provide a substantiated
evidence to determine progress toward the specific
organizational objectives concerning information flow
efficiency. According to [8], information flow, the logical
design of distributed systems, provides a general theory of
regularity that applies to the distributed information inherent
in both the natural world of biological and physical systems
and the artificial world of computational systems.

A wide number of previous studies have accumulated on
different definitions of this concept of information flow and,
such concept has been interpreted differently by various
authors and researchers in the general field of information
theory [9]. In the Lattice Theory of Information, [9] claims
that “it is hardly to be expected that a single concept of
information would satisfactorily account for the numerous
possible applications of this general field”. Based on the
previous literature in this research area, it is evident that
information is a powerful concept which is correlated with
several definitions, none of which is being universal.
Although all definitions are dependent and related to a
specific issue, the concept of information is wusually
associated with a connotative which is based on two
principles. However, based on previous research in
information flow, there is a gap in the literature which is the
limited empirical evidence on the development and
validation of model for improving the Information flow
performance. Therefore, this study aimed to develop and to
validate a SISP model designed to improve the information
flow performance by incorporating the antecedent factors
namely; information technology components, information
needs and security of information flow factors and it also
examined the relationships among these factors.

2. Related Works
2.1. The SISP Approach

The SISP approach is an integration of methods, processes
and implementations as well as varieties of activities and
behavior upon which organizations have reflected [10].
According to [2], an SISP approach comprises a mixture of
techniques, elements, or procedures from different SISP
methodologies. As a comprehensive approach, the SISP is
not only based on certain techniques, but it involves some
formal activities and some informal behavior. The necessary
elements in the approach include methods, styles, processes,
a focus and a probability of implementation. There are five
approaches to the SISP as suggested by [11-12] namely;
organizational, administrative, method driven, business led

and technological approach. These approaches have gained
credence from an assessment of the extent of the rationality
and adaptability of the planning process [13].

The organizational approach assumes that the SISP is
based on a continuous integration of organizational and IT
functions. The function of IS works in a close partnership
with the rest of the organization, especially with managers
and executives [11]. This approach emphasizes on
management understanding and involvement. Through this
approach, the concept of learning organization is important in
the development and implementation of the SISP.

The administrative approach concerns the alignment
between organizational planning and IT resources of the
organization. In this approach, allocation of suitable
organizational resources in the planning process is important
to ensure the success of SISP. This approach works in tandem
with the normal financial planning. The benefit of this
approach is that everybody knows about the procedures and
all users have the opportunity to submit their proposals.

The method driven approach is about using specific SISP
methodologies to ensure the success of SISP adoption.
Effective utilization of SISP methodology assists in gaining
an opportunity from the SISP process. The technological
approach emphasizes the development of SISP process based
on suitable/available technology and resources of the
organization. Specifically, its emphasis is placed on the
assumption that any given IS oriented model of any business
is a necessary outcome of the SISP. Therefore, analytical
modeling methods are appropriate to be applied in this
approach [11].

The last approach is the business led approach. This
planning approach highlights the organizational process and
activities in the development of the SISP. Affective
organizational planning is expected to guide a suitable
technological infrastructure to fit in with the organization’s
needs for information technology. Studies by [11] and [10]
indicate that the organizational approach with characteristics
such as good alignment, analysis, co-operation,
implementation, capabilities, satisfaction and contribution is
the best approach in the SISP as compared to the other
approach.

[12] empirically analyzed the five SISP approaches and
investigated the covariance among these five approaches.
The results revealed emerging relations among the
approaches. The covariance between administrative and
Technological and between organizational and business-led
approach is the strongest. The administrative approach has a
strong influence on organizational and business-led approach.
These findings were supported by the results of the
hypotheses tested in the current research.

2.2. Previous Related Review

There are a number of related empirical studies in the
scope of information flow, each of which has its own aims
and conclusions. The general trend among the discussions of
these works is the secure information flow. In addition, the
focus was also on improving the organizational information
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flow for the purpose of enhancing efficiency and
productivity. An empirical study was conducted by [14]
aiming at exploring the structure and processes involved in
the management of information flow within a closely
collaborating value chain systems. The attempt was to
establish the nature of information sharing practices
employed. In addition, it attempted to identify other key
socio-technical factors that could play a vital role in the
improved management of information flow.

[15] indicated that the rapid flow of information in the
organization strengthens its efficiency. Therefore, a metric
was proposed for the speed of useful information as it flows
in an organization. Various factors, techniques, and tools can
help improve information velocity. According to [15], a
direct measure of information flow does not appear to be
possible in the near future in light of the given the state of
technology at the current time. Therefore, a focus on the
timing aspect of information flow which deals with time
management in organizations is critically needed. [15]
described an individual decision-making model that attempts
to fill this gap. The researcher proposed formulas for
measures and suggests a small, simplified set of questions to
obtain a quick metric, and described future research.

In a study by [16] aiming at proposing a methodology to
describe the information flow involved in the coordination of
production processes, a process was represented as a set of
interdependent tasks accomplished by using resources as
inputs. Task interdependencies were managed in a way by
which resources made decisions and exchange messages
according to their decision-making responsibilities. In
assessing a process coordination load known as the effort
required for resources to address coordination problems, the
proposed methodology was found to be valuable for
managers in enhancing the adopted coordination form or
improving the performed process and supporting the
selection of the coordination technologies that better satisfy
the information requirements.

An empirical study was also conducted by [17] to develop
a model for understanding the importance of combining
semantic information and logistics to provide an initial
solution to the problem of information overflow. The focus
was on how to improve information flow, which is essential
and it impacts operational efficiency and organization
productivity. The model combines semantic information and
logistics as a mean to provide the right person, with semantic
information, at the right time and for the right purpose. This
combination was a foundation for just-in-time information,
also considered as a problem-solving basis for telecom
enterprises which could facilitate their daily workload.

According to [18], most of the security of information flow
requirements such as the control policies should be
considered only after completing the functional requirements.
Consequently, less secure systems are developed because
security aspects are not properly planned through the early
development life cycle. Therefore, there is a need to formally
analyze and validate security requirements during the earlier
phases of the development to detect and remove design

vulnerabilities before proceeding to other phases [3].

The study by [15] was based on the assumption that
information is useful if a member of the organization
considers it as a potential to reduce uncertainty, and thus
become an important contribution to a decision process.
Information velocity depends on information flow and time,
which is sometimes described as “getting the right
information to the right person at the right time. Efficient
information flow is the goal of net-centric warfare and is
needed for making faster, efficient, and better decisions.

Effective information flow 1is critically a key for
organization’s performance [5]. Information flow takes
several forms throughout any given organization on a daily
basis. Moreover, information flow also implies information
integrity and accuracy. The effective transfer of information
is a prerequisite for high-quality decision making and
coordinated and organizational action. But, failing to ensure
adequate information flow across the organization usually
results in issues such as metric information i.e. to receive
correct information the right time.

According to [4], information flow includes information
transferring and feedback across organizations. The multi-
level organizational structure renders many difficulties in
information transferring and feedback. In general, multi-
layers of the organizational structures play a fundamental
role in certifying the ISO 9000 quality assurance systems.
Much of the work including quality manuals and procedures
document writing, training, internal audit and management
review is organized and finished by the quality assurance
group in the highest organizational level. Indeed, the plan of
quality assurance must be implemented by all operational
levels of the organization. Thus, information flow including
information transferring and feedback among all the different
levels across the organization forms the necessary foundation
for effective quality management and quality assurance.

The ISO 9000 quality assurance systems highlight more
effective information exchange in quality management.
Assumingly, the information is transferred from a high level
to a low level (that is from decision making level to middle
and operational levels), and information feedback is from
low to a high level. As indicated earlier, organizations face
difficulties in sharing information among participants. In
general, two major kinds of information flow include
information transferring from operational levels to middle
and strategic levels and information exchange between
operational units.

3. Method

3.1. Research Hypothesis Formulation

The following research hypotheses were formulated based
on the following relationships among several constructs:

(1). The relationship between the availability of the IT
basic components and the information needs: The attention
here is focused on knowing the needs of the administrative
hierarchy for the organization and whether the IT basic
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components meet the needs according to the perspectives of
the respondents or not which is expressed in the following
research null hypothesis.

HO1: There is no statistically significant effect for the
independent variables IT components on the dependent
variables (external and internal information needs).

(2). The relationship between the availability of the IT
basic components and the security of information flow in the
practical work situation in the institution: This is concerned
with the relationship between the IT basic components and
the security of information flow (confidentiality, integrity,
availability of information flow, accountability) according to
the respondents’. It also concerned with whether the SISP
provides a security of information flow effectively and
efficiently in the institution. To recognize this relationship,
the second research null hypothesis was formulated as
follow:

HO02: There is no statistically significant effect for the
independent variables (software, hardware, human resources,
networks and procedures) on the dependent variable the
security of information flow (confidentiality, integrity,
availability of information flow, accountability) according to
the respondents’ views.

(3). The relationship between the availability of the
information needs and the security of information flow in the
practical work situation in the institution: In this part, the
attention is focused on knowing the needs of the
administrative hierarchy for the organization and to study
their influence on the security of information flow factors
(confidentiality, integrity, availability of information flow,
accountability). To recognize this relationship, the following
null-hypotheses were formulated:

HO03: There is no statistically direct or indirect effect for
the independent variables (external and internal information
needs) on the dependent variable the security of information
flow (confidentiality, integrity, availability of information
flow, accountability) according to the respondents’ views.

3.2. Data Collection

The current study used a self-administered survey for the
data collection. The survey was administered to three
hundred and fifty (350) employees at the Ministry of Higher
Education and Scientific Research (MoHESR) and four (4)
government universities in Yemen. Out of the total number of
participants, 62.3% responded to the questionnaire. The
major aim of carrying out this survey was to collect data for
evaluating the information flow performance in the MoHESR
and universities in Yemeni in terms of its benefits or
advantages brought up by its application to the MoHESR and
these institutions for carrying out the achievement of their
goals effectively. Thus, the survey consisted of three
dimensions which are IT component, information needs and
security of information flow. These three components
comprise specific elements. Concerning the IT components,
there are five elements; hardware, software, networks, human
resource and procedure. For security of information flow,
there are four specific elements: confidentiality, integrity,

availability and accountability.
3.3. Data Analysis

Before analyzing the data, both constructs and the items in
the constructs needed to be validated. To ensure the validity
of the constructs, factor analysis was performed on the
variables' items. To ensure the reliability of the items used in
measuring the construct, exploratory factor analysis
(Stefanek) was conducted using principal components as
means of extraction and VARIMAX as the method of
rotation. EFA was conducted to check the discriminant and
convergent validity. This analysis was performed on the three
main components of information flow performance.

The study adopted the "Principal Axis Factoring" as the
extraction method and '"VARIMAX' as the rotation method
since these two methods have been adopted by most previous
researchers [19, 20, 21, 22]. The study also adopts the result
cut-off loading point. Eigenvalue, which refers to the amount
of variance that a component or factor can account for of
eigenvalue of greater than 1.0. In this study, the eigenvalue
and total variance explained on all the three factors are as
shown in Table 1, Table 2 and Table 3, respectively.

From the extraction results, there are five factors extracted
with Eigen value greater than 1 from the first factor (IT
components). The first factor is categorized as the human
resources factor and the second factor is the procedures
factor. The third factor is the networking factor, and the forth
factor is the hardware factor.

Table 1. Total Variance and Eigenvalue for IT Component Factors.

Components Eigenvalues % of Variance  Cumulative %
Human resources 7.320 29.281 29.281
Procedures 2.627 10.508 39.789
Networking 2.044 8.175 47.964
Hardware 1.624 6.496 54.460
Software 1.255 5.020 59.481

The fifth factor is the software factor. The result of the
analysis is indicated that the human resources factor has the
largest Eigen value of 7.32 which explains about 29.281% of
the variance. In total, the five factors explain about 59.481%
of the variance amongst the IT components factors. From the
extraction results, we extracted two factors with Eigen value
which is greater than the second factor (information need)
with 1. It is categorized as the internal information needs
factor and the external information factor. The results of the
analysis are which indicated that the internal information
need factor has the largest Eigen value of 5.08 that explains
about 50.82% of the variance.

Table 2. Total Variance and Eigen value for Information Need Factors.

Components Eigen value Variance of % Cumulative %
Internal information need 5.082 50.822 50.822
External information need 1.345 13.451 64.273

From the extraction results, there are four factors extracted
with Eigen value 1 greater than from the third factor (security
of information flow). The first factor is categorized as the
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integrity factor, and the second factor is the accountability
factor. The third factor is the confidentiality factor and the
fourth factor is the availability of information flow factor.
The results of the analysis indicated that the integrity factor
has the largest Eigen value of 4.899 that explains about
30.61% of the variance. In total, the four factors explain
about 65.80% of the variance amongst the security of
information flow factors.

Table 3. Total Variance and Eigen value for the security of information flow.

Components Eigen values % of Variance Cumulative %
Integrity 4.899 30.617 30.617
Accountability 2913 18.205 48.822
Confidentiality 1.585 9.904 58.726
Availability 1.133 7.080 65.806

3.4. The Structural Equation Modeling Analyses

This section reports how Structural Equation Modeling
(SEM) proposed by Semiawan & Middleton (1999) was used
to analyze the results for constructing the proposed model.
The SEM is considered adequate for the type of investigation
carried out by this study since it allows for answering
questions that involve multiple regression analysis of factors
among a single measured dependent variable and a group of
measured independent variable [23]. Thus, the current

research followed five steps of SEM the important is three,
using the software AMOS 16 [18] as synthesized from
various SEM authors such as [24-30]; Bollen 1989.;
Diamantopoulos 1994; Hair 2006.; Hausman 2001.; Kline
1998.; Tabachnick & Fidell 2012).

4. Findings

4.1. Results of the Relationship Between Information Needs
and It Components

The purpose of this investigation was to test if there was
any significant relationship between IT components and
information needs as previously assumed in HOl. The
measurement and structural model for the above relationship
is shown in Fig 1. Direct path was specified from the
information needs to IT components which include.

The fitness of the model was examined by using the SEM
analysis for the verification purposes. The goodness-of-fit
estimating the above relationship model between the
information needs and the IT components was examined and
the results were represented in Table 4. In this structural
model, it was found that all the indices satisfy the
recommended values which indicate that the model fitness
was excellent.

Table 4. Measures of Model Fitness: information needs and IT components.

FitMeasure Recommended Value Fitness Measure Conclusion
x? 54.798 Acceptable
x2/df < 3.0 (Medsker et al.,1994) 2.383 Acceptable
CFI >0.90 (Gefen et al.,2000) 0.931 Acceptable
IF1 > 0.90 (Benteler & Bonett,1980) 0.933 Acceptable
RSMEA < 0.09 (Browne & Cudeck,1992) 0.08 Acceptable
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Figure 1. Information Need-IT component-Based Model.

The first path from information needs to IT components
was investigated. The standardized coefficients R2 for this
path is 0.56, which is significant at p<0.000. In addition, the
effect size of information needs in IT components is 0.31.
Therefore, the hypotheses HO1: there is a significant
relationship between information need and SISP in the

MOoHESR and universities in Yemen” is strongly supported.

4.2. Results of the Relationship Between It Components
and Security of Information Flow

The purpose of this investigation was to test if there was
any significant relationship between IT components and
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security of information flow as previously stated in H02. The
measurement and structural model for the above relationship
is shown in Figure 2. Direct path was specified from IT
components to security of information flow. The fitness of
the model was examined by using the SEM analysis for the
verification purposes. Based on this, it was revealed that the

goodness-of-fit estimating the above relationship model
between IT components and security of information flow was
examined and the results are presented in Table. 5 In this
structural model, all the indices were found to satisfy the
recommended values which indicate that the model fitness
was excellent.

Table 5. Measures of Model Fitness: IT components and security of information.

Fit Measure Recommended Value Fitness Measure Conclusion
2 54.798 Acceptable
x?/df < 3.0 (Medsker et al.,1994) 2.383 Acceptable
CFI >0.90 (Gefen et al.,2000) 0.931 Acceptable
IF1 > 0.90 (Benteler & Bonett,1980) 0.933 Acceptable
RSMEA < 0.09 (Browne & Cudeck,1992) 0.08 Acceptable
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Figure 2. IT components-security of information flow-Based Model.

The second path from IT components and security of
information flow was investigated. The standardized
coefficients R2 for the path from IT components to security
of information flow is 0.78, which is significant at p<0.000.
In addition, the effect size of IT components in security of
information flow is 0.61. Therefore, the hypothesis 'H02:
There is a significant direct relationship between IT
components and security of information flow in the
MOoHESR and universities in Yemen, is strongly supported.

4.3. Investigating the Relationship Between Information
Needs and Security of Information Flow

The purpose of this investigation was to test if there was

any significant relationship between information needs and
security of information flow as previously mentioned in HO3:
The measurement and structural model for the above
relationship is shown in Figure 3. Indirect path through IT
components was specified from information needs to security
of information flow. The fitness of the model was examined
by using the SEM analysis for the verification purposes. The
results revealing that the goodness-of-fit estimating the above
relationship model between information needs and security
of information flow as examined are presented in Table 6. In
this structural model, all the indices were revealed to satisfy
the recommended values which pointed out that the model
fitness was excellent.

Table 6. Measures of Model Fitness: information needs and security of information flow.

Fit Measure Recommended Value Fitness Measure Conclusion

2 54.798 Acceptable
x2/df < 3.0 (Medsker et al.,1994) 2.383 Acceptable
CFI >0.90 (Gefen et al.,2000) 0.931 Acceptable
IF1 > 0.90 (Benteler & Bonett,1980) 0.933 Acceptable
RSMEA < 0.09 (Browne & Cudeck,1992) 0.08 Acceptable

The third path from information need to security of
information flow was investigated. The standardized
coefficients R2 for the path from information needs through
IT components to security of information flow is 0.56*
0.78=0.43, which is significant at p<0.000. Therefore, the
hypothesis 'HO3: There is a significant indirect relationship
between IT components and security of information flow

through IT components in the MoHESR and universities in
Yemen, is moderately supported.

4.4. Investigating and Validating the Proposed Model

Based on the results obtained and analyzed from the data
collected through the survey, a comprehensive security of
information flow model was developed Fig. 4.
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Figure 4. The Comprehensive Developed Model of information flow performance.

The most difficult part of this process was to obtain the
fitness of the model with the empirical data or the validation
process. Therefore, during the development of the proposed
security of information flow model, the following tasks
needed to be performed. The first task was constructing the
structural model entirely by combining all the models

(previously tested and wvalidated) and integrating the
component models into the security of information flow. The
second task was validating the developed information flow
performance model by measuring the goodness-of-fit as
shown in Table 7.

Table 7. Measures of The Comprehensive Developed Model of information flow performance Fitness.

Fit Measure Recommended Value Fitness Measure Conclusion

2 176.672 Acceptable
¥ /df < 3.0 (Medsker et al., 1994) 4.309 N. Acceptable
CFI >0.90 (Gefen et al., 2000) 0.774 N. Acceptable
IF1 > 0.90 (Benteler & Bonett, 1980) 0.779 N. Acceptable
RSMEA < 0.09 (Browne & Cudeck, 1992) 0.134 N. Acceptable

From the results of the SEM analysis using AMOS 16.0,
the measures of fitness of the developed comprehensive
model were obtained (as shown in Table 7). As shown in
Figure 5 and Table 7, the developed comprehensive
information flow performance model did not satisfy the

criteria of goodness-of-fit indices as suggested by previous
researchers. Therefore, the developed model was refined
through dropping insignificant loading factors and
relationships.
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3 Availability

Figure 5. The graphic representation of the developed comprehensive model of the information flow performance Fitness in the Pre-Refining Process.

Looking at the comprehensive developed model, all factor
loadings were significant ranging from 0.44 to 0.85 except
the integrity loading factor (0.23). In addition, all the
relationships were significant ranging from 0.54 to 0.60
except the direct relationship between information need and
security of information flow (0.26). Also, a close look at the
parameter estimates in Figure (6) showed that human
resources factor are correlated with two of the security of
information flow loading factors (integrity and availability).
Therefore, we dropped these loading factors and the

relationship from the model to refine the model.

After dropping these factors, we estimated the parameters,
and the new measures of fitness obtained are shown in Table
8. Based on these results, the new information flow
performance model as shown in Figure 5 satisfies the criteria
of goodness-of-fitness indices as suggested by previous
researchers. Therefore, the model fits the empirical data well.
The fitness measures obtained in this research were as the
recommended values. (For more details about the model and
the model fit, refer AMOS tabular output in Appendix G).

Table 8. Measures of Model Fitness: the modified model.

Fit Measure Recommended Value Fitness Meaure Conclusion

2 54.798 Acceptable
x2/df < 3.0 (Medsker et al.,1994) 2.383 Acceptable
CFI >0.90 (Gefen et al.,2000) 0.931 Acceptable
IFI > 0.90 (Benteler & Bonett,1980) 0.933 Acceptable
RSMEA < 0.09 (Browne & Cudeck,1992) 0.08 Acceptable

Availabilityfe—

Accountabili

Figure 6. The graphic representation of the modified model of the information flow performance.

Thus, based on the results obtained in the current study, a
comprehensive model Fig. 6. was developed. This model
includes three kinds of factors namely; independent factor

(IT component), dependent factor (Security of information
flow) and mediator factor (information needs). According to
the obtained results as represented in this model, the various
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relationships among these three factors are explained and
discussed. First, the results showed that the IT components
have significant influence on the efficiency of security of
information flow. The developed comprehensive model
indicates that the SISP-IT components provide an effective
environment for analyzing, planning, implementing and
controlling the efficient security of information flow in the
MoHESR and universities in Yemen. The developed model
also revealed that understanding information needs of
organizational subunits significantly contributes to enhancing
the performance of IT components. The effect size of the
information needs on the performance of IT components is
high. Based on the results previously discussed, the
exploratory analysis also revealed that understanding,
exploring and assessing the information needs of
organizational subunits can significantly contribute to
enhancing the organization’s information flow. In addition,
the results showed that identifying the right information
needs, the purpose for which the information is provided and
how information is being used are important since they have
indirect significant influence on the organization’s
information flow.

5. Conclusion

The current study aimed at developing a comprehensive
model of information flow performance, and the data was
collected through administering a survey to five centers of
information and technology in the MoHESR and five
universities in Yemeni. The results of the correlation analysis
revealed that there were significant relationships among the
investigated factors in the current study. Furthermore, based
on the analysis of the results, the study provided evidence of
the fitness of the model. The results showed that the fitness
of the developed model was acceptable based on the
standardized measures suggested by previous researchers.
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