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Abstract: Decentralized finance (DeFi) built on public blockchain technology has introduced groundbreaking financial 

innovation through disintermediated peer-to-peer transactional architectures. By eliminating centralized intermediaries, DeFi 

expands access to an open ecosystem of decentralized financial services including lending, trading, derivatives, insurance, 

savings, asset management, crowdfunding and more. However, DeFi's disruptive nature also introduces significant regulatory 

challenges worldwide. Most DeFi platforms operate autonomously outside existing policy frameworks crafted around 

regulated entities in traditional finance. The pseudo-anonymous execution of transactions via non-custodial wallets and smart 

contracts risks enabling illicit activities like money laundering at unprecedented scale. Furthermore, the complexity of cross-

border DeFi structures stresses traditional financial oversight dependent on fragmented national regimes. As innovation 

continues outpacing governance adaptation, regulators across jurisdictions grapple with crafting balanced oversight solutions 

without constraining beneficial advancement. This paper undertakes a comparative legal analysis of emerging legislative 

approaches to governing Decentralized finance (DeFi) across major developed and developing economies. It examines key 

tensions between DeFi's unique technical architecture and regulations designed around centralized intermediaries. Challenges 

are identified in combating illicit finance, protecting consumers, ensuring stability and promoting fair competition in the 

rapidly evolving DeFi ecosystem. The analysis assesses risks including money laundering, investor protection, systemic threats 

and blockchain immutability. It also reviews regulatory initiatives and debates involving global standard-setters and national 

authorities in jurisdictions like the United States, European Union, China, Singapore, Switzerland and United Arab Emirates. 

While most countries remain at early stages of tailored DeFi governance, recommendations are presented on crafting 

international regulatory strategies and oversight coalitions to harness DeFi’s opportunities while safeguarding public interests. 

Promising policy directions include regulating activities over entities, proactive developer engagement, leveraging regulatory 

technologies, incentivizing accountability, enabling pilot programs, and nurturing open-source collaboration. With prudent 

regulatory modernization centered on multi-stakeholder collaboration and industry consultation, DeFi has the potential to 

fulfill its promise of expanding financial access, efficiency and resiliency for the benefit of economies and communities 

worldwide. 
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1. Introduction 

Decentralized finance (DeFi) built on public blockchain 

technology has introduced groundbreaking innovation into 

the global financial services marketplace. By eliminating 

centralized intermediaries through peer-to-peer transactional 

architectures, DeFi expands access to an open ecosystem of 

decentralized financial services encompassing lending, 

trading, derivatives, insurance, savings, asset management, 

crowdfunding and more [1]. The total value deposited in 

DeFi protocols surged from under $1 billion in early 2020 to 

over $250 billion by late 2022, indicating explosive growth 

in adoption and activity [7]. But the highly disruptive nature 

of DeFi also introduces significant regulatory challenges 

worldwide. 

Most DeFi platforms are designed to operate 
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autonomously outside the policy perimeter crafted around 

centralized intermediaries in traditional finance over past 

decades [4]. The pseudo-anonymous nature of transactions 

executed via non-custodial wallets and smart contracts on 

public blockchains also risks enabling money laundering, 

terrorist financing and fraud at unprecedented scale [3]. 

Furthermore, the complexity of cross-border DeFi structures 

involving fragmented national regulatory regimes stresses the 

efficacy of traditional financial oversight [20]. As 

decentralized financial innovation continues outpacing 

governance adaptation, regulators across international 

jurisdictions grapple with crafting appropriate oversight 

solutions balanced against risks of constraining innovation 

[9]. This paper undertakes a comparative legal and regulatory 

analysis of emerging legislative approaches to governing 

DeFi across major developed and developing economies. It 

examines key tensions between the unique technical 

architecture of decentralized finance and existing financial 

regulations designed primarily around centralized 

intermediaries. Challenges are identified in combating illicit 

finance, protecting consumers, ensuring stability and 

promoting fair competition in the rapidly evolving DeFi 

ecosystem. Finally, recommendations are presented on 

crafting calibrated international regulatory strategies and 

oversight coalitions to harness DeFi’s opportunities while 

safeguarding public interests. 

2. Literature Review 

As a new phenomenon, academic literature focused 

specifically on DeFi’s regulatory issues remains relatively 

limited thus far. However, various researchers have examined 

the inherent clashes between decentralized technology models 

and traditional financial services oversight built around 

regulated intermediaries over past decades. Zetzsche [20] 

contend the disintermediation of DeFi “disrupts the regulatory 

architecture from its very roots” (p. 39), necessitating more 

functional policies that look beyond entities and focus on 

regulating networks and activities. Others argue the 

fragmentation of regulations across divergent national 

jurisdictions inherently creates acute challenges for DeFi 

governance, calling for enhanced international coordination and 

developing novel regulatory policy tools [4]. 

Several studies have focused on assessing the specific risks 

regulators should address relating to DeFi's technical 

architecture and adoption growth. Lee [14] and Baum [3] 

examine money laundering and terror financing 

vulnerabilities created by the pseudo-anonymity of users and 

programmability of smart contracts executing financial 

transactions without traditional identity checks. Jacobs [13] 

and Rohr & Wright [19] highlight consumer protection 

concerns including conflicts of interest and transparency gaps 

coded into DeFi protocols by influential but unaccountable 

developers. Considering prudential risks, Aramonte [1] warn 

unregulated DeFi ecosystems could propagate financial 

shocks more rapidly across borders than traditional systems 

due to heightened interconnectedness and opacity around 

exposures. While risks are actively debated in literature, few 

studies have thoroughly examined potential holistic 

governance solutions or adaptable regulatory models tailored 

to decentralized finance thus far. This paper aims to help 

address this gap by providing a comprehensive analysis of 

emerging legislative approaches and key policy 

considerations worldwide. 

3. Methodology 

This study employs a comparative legal research 

methodology, analyzing primary legislation, regulatory 

guidance, and case law involving decentralized finance 

governance emerging across jurisdictions. Secondary 

academic literature provides contextual perspectives on 

issues and debates. After synthesizing cross-country 

developments and risk assessments, targeted policy 

recommendations are presented for developing tailored 

regulatory solutions balanced against stifling beneficial 

innovation. An interdisciplinary approach incorporating 

insights from law, technology and finance aims to inform 

balanced policymaking. 

4. Tensions Between DeFi Architecture 

and Traditional Regulation 

Several inherent attributes of most DeFi platforms create 

intrinsic conflicts with traditional financial regulatory models 

that presuppose centralized intermediation. The core 

technical design features creating regulatory dissonance 

include: decentralization, automation via smart contracts, and 

pseudo-anonymity on public blockchains [4]. While these 

attributes empower innovation, they can also enable risks. 

4.1. Decentralization 

DeFi platforms primarily utilize open-source blockchain 

protocols to offer peer-to-peer financial services executed by 

smart contract code rather than centralized intermediary 

institutions that financial regulations typically target for 

compliance [20]. This disintermediation severely limits 

regulators’ ability to oversee DeFi platforms, enforce 

compliance, implement controls or protections based on 

existing frameworks focused on regulated entities. 

4.2. Smart Contract Automation 

The programmable nature of smart contracts powering DeFi 

services enables even very complex financial instruments and 

protocol ecosystems to launch rapidly from any jurisdiction, 

challenging national boundaries and regulators’ oversight 

capacities. Authorities may struggle to even monitor or analyze 

quickly evolving DeFi activities executed autonomously via 

code, let alone ensure regulatory alignment [4]. 

4.3. Pseudonymity 

Most DeFi platforms operate on public, permissionless 
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blockchains allowing pseudonymous participation through 

unhosted wallets, hampering regulators’ ability to reliably 

verify user identities and analyze transaction data for 

compliance or investigations [11]. This architecture also 

enables criminal exploitation. 

5. Regulatory Approaches to DeFi Across 

Jurisdictions 

The borderless nature of blockchain networks means 

regulatory fragmentation across nations creates acute 

complications for oversight of cross-border DeFi activities. 

Examining emerging legislative initiatives across a diverse 

sample of jurisdictions provides useful perspectives on risks 

and policy options. 

5.1. United States 

US federal agencies like the SEC and CFTC have asserted 

authority to regulate DeFi platforms involving securities or 

derivatives trading, but compliance remains limited thus far 

on most protocols [5]. Legislation like the 2021 

Infrastructure Bill controversially proposed expanded tax 

reporting rules for crypto brokers that sparked DeFi industry 

criticism over technical infeasibility for smart contracts and 

privacy concerns [21]. Overall, DeFi-specific US policy 

remains underdevelopment. 

5.2. European Union 

While the EU has affirmed DeFi falls under scope of 

existing financial regulations, the disintermediated 

decentralized architecture creates ambiguity and tensions 

around compliance obligations. Proposed 2021 Markets in 

Crypto-Assets (MiCA) regulations seek to enhance 

governance clarity but legislative progress has stalled [10]. 

Individual member states like France and Germany have 

advanced bespoke crypto-asset legislation touching on 

aspects of DeFi. 

5.3. United Kingdom 

The UK Financial Conduct Authority has stated DeFi 

protocols likely fall under its regulatory perimeter, and recent 

amendments expand its oversight powers targeting 

unregistered crypto firms [11]. However, practical DeFi 

governance enforcement remains limited currently beyond 

monitoring the most centralized players. FCA guidance 

recommends best practices for developers like open-source 

auditing and bug bounties. 

5.4. China 

China has banned entities from conducting transactions 

related to cryptocurrencies and effectively curtailed domestic 

DeFi platforms through severe prohibitions [17]. But 

borderless crypto networks still allow users potential 

workarounds through offshore protocols. China's clampdown 

contrasts with its previous leadership cultivating digital asset 

innovation. 

5.5. Singapore 

Singapore has adopted a more open approach aimed at 

prudently nurturing DeFi development alongside judicious 

risk management. Regulators have proactively engaged the 

industry to shape proposals like restricted DeFi license 

regimes and focused oversight on centralized exchange 

interfaces while letting core protocols operate unimpeded 

thus far [16]. 

5.6. Switzerland 

Switzerland also seeks to welcome DeFi innovation by 

taking a targeted approach, requiring only intermediaries like 

hosted wallets and centralized exchanges handling fiat 

transactions to register and comply with anti-money 

laundering rules. Purely decentralized peer-to-peer DeFi 

protocols currently face minimal governance [22]. 

5.7. India 

India has adopted a restrictive stance thus far, with 

regulators proposing banning all private cryptocurrencies. 

However, the Supreme Court overturned a blanket 

prohibition in 2020, calling it disproportionate [12]. Recent 

draft legislation suggests renewed efforts to ban DeFi 

through strict local data localization requirements. 

5.8. United Arab Emirates 

In contrast, the UAE has pioneered an accommodative 

approach aimed at attracting digital asset businesses by 

enacting bespoke virtual asset regulation. This provides legal 

recognition while limiting DeFi oversight to anti-money 

laundering rules for intermediaries under its progressive 

regime [23]. 

6. Key Regulatory Challenges and Policy 

Considerations 

Legislative initiatives remain very much evolving across 

jurisdictions, with gaps and uncertainties in effectively 

overseeing rapidly innovating DeFi in a balanced manner. 

Key challenges reflect inherent tensions around fostering the 

benefits versus addressing the risks. 

6.1. Money Laundering 

DeFi’s pseudo-anonymous nature raises unprecedented 

money laundering and terror financing risks requiring 

mitigation under global standards like FATF, but mandating 

identity verification or transaction monitoring faces barriers 

with most decentralized protocols [15, 3]. International risk-

based approaches are urgently required. 

6.2. Investor Protection 

DeFi disintermediation also severs traditional gatekeepers 
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and conduct protections for consumers and investors, 

requiring alternative safeguards [13, 19]. Transparency and 

accountability mechanisms for influential developers are 

needed. 

6.3. Systemic Risks 

The opacity and interconnectedness across borderless DeFi 

ecosystems raises financial stability risks that fragmented 

national regulations struggle to monitor and mitigate [1]. 

Cross-border coordination is imperative but complex. 

6.4. Immutability & Recourse 

The irreversibility of transactions on distributed ledgers 

complicates dispute resolution and recourse for DeFi users 

compared to traditional systems [14]. Technical and legal 

innovations are required for accountability. 

6.5. Stifling Innovation 

While addressing risks is imperative, overly stringent 

regulations may inadvertently stifle DeFi innovation and 

commercial development in its nascency [20]. But 

unmanaged risks could also hamper mainstream adoption. 

Balanced policies are essential. 

7. Recommendations for Developing 

Regulatory Frameworks 

Constructing effective yet balanced oversight for the 

unique architecture of DeFi necessitates policymaking 

innovation on international and national levels. Based on risk 

assessments and legislative initiatives to date, targeted 

strategies should embrace: 

7.1. Functional Regulation of Activities 

As decentralized protocols lack regulated intermediaries, 

regulating DeFi activities directly rather than entities may be 

more effective [20]. Sandboxed standards can allow 

calibrated oversight tailored to specific risks. 

7.2. International Coordination 

Joint governance frameworks can enhance consistency, 

prevent arbitrage across fragmented national rules, and 

strengthen monitoring of cross-border networks [4]. But 

flexible mechanisms are required allowing national 

experimentation. 

7.3. Proactive Developer Engagement 

“Regulation-by-design” can be fostered by engaging DeFi 

developers to proactively align governance with code-based 

protocol architectures, and incentivize embedding 

compliance [2]. 

7.4. Exploiting Innovative RegTech Tools 

By harnessing blockchain data analytics, machine learning 

algorithms and smart contract-based oversight protocols, 

regulators can expand real-time monitoring capacities despite 

DeFi architecture constraints [8]. But implementation 

capacities need strengthening. 

7.5. Incentivizing Accountability & Security 

Guidance and standards can promote accountability, 

audits, effective governance, redundancy, data privacy and 

security among DeFi developers without imposing 

excessive constraints [19]. Certifications may help guide 

the market. 

7.6. Fostering Financial Integrity 

Preserving DeFi system integrity should be prioritized 

over surveilling users. Promising strategies include 

implementing transaction monitoring between 

counterparties instead of endpoint users, and leveraging 

on-chain data [6]. 

7.7. Nurturing Responsible Open-Source Collaboration 

New modalities like decentralized autonomous 

organizations can foster open-source blockchain projects 

balancing effectiveness with purpose-driven governance [18]. 

Policy should encourage accountability in these models. 

7.8. Enabling Flexible Pilot Programs 

Regulatory “green lanes” and sandboxes allow controlled 

piloting of DeFi innovations to harness benefits under 

heightened monitoring and data sharing with authorities [9]. 

Knowledge gained can inform policy calibration. 

8. Conclusion 

This international comparative analysis reveals an 

urgent imperative for financial regulators worldwide to 

proactively develop tailored governance solutions that 

thoughtfully address DeFi’s novel risks without unduly 

constraining innovation. Though most jurisdictions remain 

at a formative stage of oversight policy for this 

exponentially growing new form of digital finance, 

prudent strategies centered on multi-stakeholder 

collaboration, transparent industry consultation, and 

harnessing technological capabilities can help craft 

policies that responsibly foster DeFi’s opportunities. With 

agile and cooperative regulatory modernization, DeFi 

technology can fulfill its potential to expand financial 

system access, efficiency and resiliency for the benefit of 

economies and communities worldwide. Near-term 

legislative initiatives lay the foundation for this profound 

wave of financial innovation to keep unfolding on a 

trajectory of sustainable development rooted in the public 

interest. 
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